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Feature Overview — Func Specs

*In 5.0 and before, when adding a new policy, we need to
specify whether it is address based, user identity based or

device identity based.

*In 5.2, it is better that the policy type is figured out
automatically by FOS. This means we allow user to put
any combination of the following into source address
object

» USEer or user group
» device or device group

* The default implicit for user ID or device ID based policy

should be fall-through.
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Feature Overview — Motivation

* The motivation behind this change came from a Feature
request

“This is a strong competitive criteria against PAN, Checkpoint, Cisco, all of which
incorporate identity at the main policy level, rather than within a sub policy. Such

a policy engine is easier to work with for the vast majority of customers.”

“Customer feedback on our identity policy engine is that it is complex and not

flexible enough. Customer feedback on device policies is that they are unusable if
they cannot be combined with identity policies - their current use case is limited to
wireless BYOD deployments.”

F::RTINET

aaaaa

Changes — GUI Comparison

New Policy

Incoming Interface Click to add...
Source Address (=] Click to add...
Source User(s
Source Device Type

Outgoing Interface Click to add...

E
Schedule

Destination Address (2] Click to add...

7 always
Service 2 Click to add...

Action

v ACCEPT

Firewall / Network Options
@I NAT
@ Use Destination Interface Address [T] Fixed Port

il e L e

- Gancel
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Changes — Policy integration

System New Policy
Router. R incoming Interface Click to add... -
— || Source Address £ Click to add >
= policy | source user(s) Click to add...
J1pva Source Device Type Click to add...
® DoS [[Outgoing Tnterface Click to add... -
i | Destination Address ] Click to add... -
* SSL/SSH Inspection
&89 Objects Schedule 7 always
@& monitor Service @ Click to add...
Action v ACCEPT -
h Firewall / Network Options
@ NAT
© Use Destination Interface Address [7] Fixed Port
5 Use Dynamic IP Pool

* User and Device ID are merged into 1 single flat
configuration

* This enables user to select both user groups and device
groups in the same policy
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Changes - Default Implicit Fall-through

*In 5.2, by default there is an implicit fall-
through enabled on each authentication
policy

« traffic will fall-through to the next policy:

1. Traffic had not been previously authenticated OR
traffic had been authenticated but it doesn’t match
the user/group within the current policy

2. There is another policy below the current one that
also matches the src/dst/service of the traffic

* There is no option to disable this
behaviour

* The option “fall-through-unauthenticated”
from 5.0 is removed
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Changes — Example 1

Example 1 for 5.2:

* There are 2 policies from internal->wan1

* Policy 1: user=group1, service=all, action=accept
* Policy 2: user=none, service=all, action=accept

* When an unauthenticated user tries to go through,
FortiGate first tries to match policy 1.

* However, because user is unauthenticated, AND there is
another policy behind it that also matches, it will fall-
through to the next policy

* Result: traffic matches policy 2 and user never receives
an authentication prompt

FZERTINET

Changes — Example 2

Example 2 for 5.2:
* There is 1 policy from internal->wan1
* Policy 1: user=group1, service=all, action=accept

* Suppose in this example, there is only 1 policy.

* When an unauthenticated user tries to go through,
FortiGate first tries to match policy 1

* Since the user is unauthenticated, AND there is no other
policy behind this, the FortiGate will match this policy and
display an authentication page

* Result: No fall-through. User is prompted to authenticate

F::RTINET

FGT1-03-50005-E-20131120

Firewall Policies



FCNSA FortiGate Network Security

Changes — 5.0 behavior

* In 5.0, without “fall-through-unauthenticated” enabled, the
results of the 2 examples would be as follows

Example 1:

* An unauthenticated user matching the src/dst/port of
policy 1 will be prompted for authentication. Auth

success/failure will determine the action

Example 2:
* Same result as Example 1
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Changes — Comparison with “fall-through-

* The option “fall-through-
unauthenticated” was added in 5.0.1 to
allow unauthenticated users to fall-
through to the next policy

* This solved the problem of
unauthenticated users getting “stuck” in
an identity policy that didn’t match its
user group

* However, this only allowed
unauthenticated users to fall-through,
not users that were already
authenticated but didn’t match the
group(s) within the ID policy

unauthenticated”

config firewall policy
edit 1
set srcintf "port1"

set dstintf "port2"

set srcaddr "all"

set action accept

set fall-through-unauthenticated
enable

set identity-based enable
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Changes — Example 3

Example 3:

* suppose a customer has 2 user groups A & B from the same network
segment that needs to pass through the FortiGate

» The only difference is that each group needs to nat'd with a different IP
* To accommodate this, 2 rules are created:

RULE 1:
SRC IP is the Subnet of GroupA and B RULE 2:
SRCZone is "LAN’ SRC IP is the Subnet of GroupA and B
DSTZone is “WAN" SRCZone is “LAN”
NAT - Hide Nat with IP A DSTZone is “WAN”
Sub Authentication Rule NAT - Hide Nat with IP B
Group: Group A Sub Authentication Rule
Dst Any Group: Group B
Service Any Dst Any
Action: allow Service Any
Action: allow
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Changes — Comparison with “fall-through-unauthenticated”

*In 5.0, with one rule behind the other, a user that is
authenticated will always hit Rule 1.

* Hence, for users in Group B, it will always be denied
access because the policy match always end at Rule 1

* The “fall-through-unauthenticated” option only applies to
unauthenticated users

* In 5.2 however, this same configuration will work because
the implicit fall-through applies to all authenticated and
unauthenticated users

« If the authenticated user doesn’t match the group, it will
move on to the next policy
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Changes — valid Authentication protocols

*In 5.0, supported authentication protocols are http/https/ftp/
telnet

* These are all supported methods no matter if the
authentication policy allows these services or not

* In 5.2 authentication protocols can be used only if it is an
allowed service within the authentication policy

« Example:

* There is 1 policy from internal->wan1

* Policy 1: user=group1, service=PING, action=accept
» With 5.0 http/https/ftp/telnet user will receive authentication prompts
» With 5.2 http/https/ftp/telnet will NOT receive authentication prompts

F::RTINET
Changes — Other authentication Caveats
DNS:
*In 5.0, DNS is implicitly supported by the authentication
policy

» In order to successfully authenticate users will likely need to be able
too resolve hostnames

» Even if DNS is not allowed by the Authentication policy it is allowed
to pass

*In 5.2, the authentication policy must include DNS as a
service in order to pass

F::RTINET

FGT1-03-50005-E-20131120

Firewall Policies



FCNSA FortiGate Network Security

DNS behavior with authentication: example

Scenario 1:
Users: Group A, Source: All IPs, Service: All, Destination: All

Behavior in 5.2

DNS is allowed to pass through prior to successful authentication
Behavior in 5.0

Same as 5.2

Scenario 2:
Users: Group A, Source: All IPs, Service: HTTP+DNS, Destination
All

Behavior in 5.2

DNS is allowed to pass through prior to successful authentication
Behavior in 5.0

Same as 5.2

Scenario 3:
Users: Group A, Source: All IPs,
Service: HTTP, Destination All

Behavior in 5.2

DNS is prevented from passing.

Behavior in 5.0

DNS is allow to pass
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Upgrade Example

» Suppose you configured a User Identity-based policy with

2 Authentication Rules in 5.0.6

~ Edteolicy |

Policy Type @® Firewall O VPN
Policy Subtype Address @ User Identity () Device Identity
Incoming Interface internal (]
Source Address @al )
Outgoing Interface want ) |
@ Enable NAT F

@ Use Destination Interface Address () Fixed Port !

Use Dynamic IP Pool Click to add...
Configure Authentication Rules
© Create New

&  Groupl all ALL_ICMP always [X] @ v ACCEPT
&  Group2 all ALL_TCP always @ v ACCEPT
Y ANY all ALL always (X) @ DENY

Skip this policy for unauthenticated user
¥ Disclaimer

Customize Authentication Messages
Comments Write a comment... 0/1023

oK Cancel
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Upgrade Example

» Upgrade will automatically convert each authentication
rule within the identity policy into its own, separate policy

config firewall policy config firewall policy
edit 3 edit 3
set srcintf "internal" set srcintf "internal”
set dstintf "wan1" set dstintf "wan1"
set srcaddr "all" set srcaddr "all"
set action accept set dstaddr "all"
set log-unmatched-traffic enable set action accept
set disclaimer enable set schedule "always"
set identity-based enable set service "ALL_ICMP"

set nat enable set groups "Group1"
config identity-based-policy set disclaimer enable
edit 1 set nat enable
set schedule "always" next
set groups "Group1" edit5
set dstaddr "all" set srcintf "internal"

set service "ALL_ICMP" set dstintf "wan1"

next set srcaddr "all"

edit 2 set dstaddr "all"
set schedule "always" set action accept
set groups "Group2" set schedule "always"
set dstaddr "all" set service "ALL_TCP"
set service "ALL_TCP" set groups "Group2"

next set disclaimer enable

end set nat enable
next next
end

Upgrade Example

* Firewall Policy view in 5.0.6

O Crestetew 2 Edt_ oelete © Secton view o Giobal view [2. |

[ _seaz 1 Source[ ™ Destination| ~ Schedule |~ Senvice |+ Authenticationl _~ Action [ V]~ Web Filter ~ Email Fiter|* Application Control
ani (1-2)

| =8 poicr 21 aan Dalways  BALICMP @ Groupt V Accept
- a2z @an aaL_Tee 2 Group2
* Proxy Options | - oa @A
= ssL Inspection I[ = sstroot (S5 ven interface) - itermal -
| = monicor I 1 @an m@an Talways DAL + Accept
* Policy Monitor || = wmpicie s - )
¢ @ @an Dalways  GAL @oeny

Create New ® Section View O Global view [

system |
P | Source |+ bestinationl_~ Schedule | Service |~ Action [~ NaT[ AV| ™ Web Filter]* Application Control[~ 175+ Email Fitter|* DU
Internal - wan (1 - 3)
Policy & Objects -
S(E poiicy
3 o a B always a v Accept
* Explicit Proxy Gan Hall Iway: GALL_TcP Y
* Proxy Options @ Grovp2
* SSL Inspection 4 @an Ean Daways @AW vacceer @
#15 objects v ssl.root (SSL VPN interface) - internal (4 - 4)
| &5 monitor
togan an @A vacceer  ©
cit (5 - 5)
S man an Jaways @A @oeny
>
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Upgrade Example: Behavior in 5.2

* When the identity of the end-users is unknown (or they are
not in group1 or group2), they fall-through policy 2 and 3
as they don’t match

* When they hit policy 4 users will be allowed to access the
internet without prompting for their identity.

* Workaround: Disable or remove policy 4. Traffic will then
match policy 3, and prompt the user for authentication

F::RTINET

Pre-Upgrade checks

* Since the default behaviour in 5.2 has
changed, it is important to take precautions
before upgrading

n * Check:

1. How are the current firewall polices constructed?

2. Which identity policies use “fall-through-
unauthenticated” and which do not?

3. Are there open-ended allow-all or deny-all policies
behind the last identity-based policy? Do these
need to be there?

4. How will behaviour change if all identity polices
were to become fall-through?

5. Is the unit close to the policy limit in the max values
table? Each auth rule becomes a firewall policy.
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Configuration — Captive Portal

* In some scenarios, the use of Captive Portal may be a
better choice

* There are 2 major steps:
1. Enable captive portal on the ingress interface

2. Configure the firewall policy with the appropriate User or Device
groups

F::RTINET

Configuration — Step 1: Enable Captive Portal

» Suppose | want to authenticate users behind the internal
interface, going to the internet via wan1

* First, enable the Captive Portal on internal interface

Edit xnterface
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Configuration — Step 2: Configure the ID policy

* Configure the firewall policy with Source User(s) and/or
Source Device Type

Incoming Interface internal A
Source Address g all A"
Source User(s) & Groupl LA
Source Device Type Click to add... hd
Outgoing Interface want A
Destination Address Ball L+
Schedule 7 always ad
Service @ ALL_ICMP -
Action v ACCEPT hd

Firewall / Network Options

@D NAT
® Use Destination Interface Address Fixed Port
Use Dynamic IP Pool Click to add

¢r  Captive Portal Exempt

ERATINET

Configuration — Step 3: Properly position the policy

* Move the policy to the desired position
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Captive Portal Exempt

* Since the captive portal is enabled on the
interface, that means any firewall policy
with that ingress interface will trigger
authentication

* In some scenarios, that might not be the
desired outcome

* For example, the customer might wish to
authenticate all internal->wan1 traffic, but
might not need to authenticate internal-
>dmz traffic

* Users must enable captive-portal-exempt
on the firewall policy

F::RTINET

Captive Portal Exempt

New Policy
Incoming Interface internal ML
Source Address gall v
Source User(s) Click to add... >
Source Device Type Click to add... -
| Outgoing Interface dmz AT config firewall policy
|| Destination Address Eal ) edit 3
I set srcintf "internal"
Schedule T always > set dstintf "dmz"
Service DAL O set srcaddr "all"
: set dstaddr "all"
Action v ACCEPT A set action accept
. . set schedule "always"
Firewall / Network Options set service "ALL" Y
@D NAT set captive-portal-exempt enable
® Use Destination Interface Address (] Fixed Port stet TELEELE
nex
Use Dynamic IP Pool Click to add... end
| @D Captive Portal Exempt |

* This suppresses the Captive Portal from appearing, on this
firewall policy
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Captive Portal Exempt

System W0 coonte nom o B it e @ Section View ) Global View
Router | T Schedule | v Service | 7 Action | v NAT[ v V[ eb Filter T Application Control v 1Ps|
o ‘s || ¥ port1-port2 (1-2 B
Policy & Objects ottt znort2(A52)
H ot & @all 3 always BAL  vAEPT @
£ Policy E E
I : e Ball T always @ALL v ACCEPT ]
* DoS @ guest
* Proxy Options i & Mobile Devices

* SsL/ssHInspection ([ ) ymplicit (3 - 3)
® 3 Objects ‘ ‘

&3 Monitor

* In this scenario, traffic from internal->dmz is exempt from
the Captive Portal, but traffic from internal->wan1 will
require authentication via Captive Portal
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Security Exempt Lists

* When the deployment has multiple egress interfaces,
having to bypass Firewall policies with Captive portal
exempt could become tedious to configure and maintain

* Alternatively, Security exemption list can be created in CLI

» After creation can be enabled on ingress interface from GUI or CLI

Interface Name internal(00:09:0F:A7:58:72)
Alias
Link Status wo
Type Physical Interface
Addressing mode ® Manual DHCP PPPOE Dedicate to Extension Device
1P/Network Mask 192.168.10.1/255.255.255.0
config s secunly;exempt—hs! Administrative Access 4 HTTPS @ PING @ HTTP @ FMG-Access@) CAPWAP
edit "exempt-pc1 @ SSH () SWWP () FCT-Access() Auto IPsec Request
config rule
edit 1 DHCP Server Enable
set srcaddr "192.168.10.169"
t Security Mode Captive Portal
nex
Authentication Portal ® Local O Extemal
end i
ser Groups Use Groups from Policies _~
next S z ]
xempt List xempt:
end exempt-pet x
Customize Portal Messages
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Additional Caveats

*In 5.0, the disclaimer option can be configured on the
policy to display a disclaimer before authentication takes

place

*In 5.2, with authentication taken out and put into the
interface Captive Portal, the disclaimer does not display
properly when Captive Portal is enabled

* Also, with disclaimer enabled, it always prompts for the
Captive Portal, even when captive-portal-exempt is
enabled

FZERTINET

End
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